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DOCUMENTATION CONTROL

DOCUMENT PURPOSE

This guide explains how to use Pointsec ME to protect information stored on your workstation,
removable media, external hard drives, floppy disks, and CDs/DVDs. This guide includes some of the
most commonly used options to protect information.
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POINTSEC MEDIA ENCRYPTION SOFTWARE (VERSION 1.0)

1.0 PURPOSE

The Centers for Medicare and Medicaid Services (CMS) requires employees to encrypt all agency data
contained on mobile computers and devices. Encryption is the process of protecting stored or
transmitted information with a password (key) so that it is indecipherable until the intended recipient
uses the password to access it. When Pointsec software has been deployed, you will find it by clicking
on Start, Programs, Pointsec, Pointsec Media Encryption, and finally About.

1.1 Pointsec ME

Pointsec ME is designed for Windows notebooks and laptops, desktops with USB drives, writeable
CD/DVD drives, floppy drives, and external hard drives. It allows you to create encrypted information
packages for easy and secure storage.

1.2  Encrypting Data

Pointsec ME recognizes all CDs as Read-Only devices. You should encrypt the data on your
workstation hard drive. For example, at C:\Pointsec, before copying or it to a CD with Roxio. Once a
CD/CD-RW CD has been encrypted, files cannot be written to the CD or modified. You must decrypt
the file(s) and save the file(s) to a different location in order to modify them.
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2.0 PASSWORD MANAGEMENT

This section explains how passwords should be assigned and how to get a password to a recipient of an
encrypted package.

2.1 Assigning Passwords to Encrypted/Protected Files and Devices

Passwords assigned to protected files and devices must be at least 8 characters in length and
alphanumeric with one number and a one uppercase letter. An example of a good password is
Cmsifmcl A unique password should be used for each encryption transmission.

Passwords should not travel with the data; they should be provided separately to the recipient

2.2 Passwords and Encrypted Data

If you send out encrypted data, the password cannot travel with the data. See the table below for
examples of acceptable password communication.

Table 1—Examples of Acceptable Password Communication

Data Travels By Password Conveyed By Acceptable
Not Acceptable
CERTIFIED USPS MAIL Phone to End User or Email Acceptable
(Signature required)
FedEx Phone to End User or Email Not Acceptable
Email Phone to End User or Email Not Acceptable
Encrypted data and password should never travel together.

No provision is made for a lost password. If a password is forgotten the encrypted information must be
recreated from its source.
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3.0 CREATING AN ENCRYPTED PACKAGE - BEST FOR SENDING
PHI TO A RECIPIENT

The following section explains how to use Pointsec Media Encryption to pack files into encrypted
packages. Encrypted packages can be used to transfer and store information securely on a CD, DVD or
other device.

You may find it easier to manage the Pointsec encrypted files by creating a Pointsec folder on your
workstation, for example “C:\Pointsec”, to save encrypted and decrypted files.

This section explains how to create an encrypted package for recipients who do not have Pointsec ME
software as well as for recipients who do have Pointsec ME software.

Table 2—Creating an Encrypted Package

1. Open Windows Explorer

and highlight and select the Flle Edit Wiew Favorites Tools

file(s) for encryption. OBack -6 - 5 | /- s x E) | -
2. Right click on the Address |_| D4 Text Files

highlighted file(s) and click on | | Falders X

Encryption. Then click on [ Desktop

Create Encrypted Package. £ My Documents

fres

= j Iy Computer

. J}. 3 Floppy (A0
Note: Do not use the @ Local Disk {C)

Create Encrypted 1SO Image = e Mew volume (D)
) Texk files
f} Control Panel
& My Network Places
2 Recycle Bin

ftp.doc

ATID MomoRveoed ne.. Al

Treaty Ceeied Poclm
ety Cmonobed 130 e
S Dty

) Links
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potcing e encypi
protecting the encrypted % Create Encrypted Package ['5|

package. Please enter a one-time passwaord For
protecting the encrypted package,

Passwords must be at least 8
characters in length and

alphanumeric With one | seseeeane |
Uppercase letter. An example
of a good password would be

Password:

Canfirm Password;

Cmsifmcl | secsccesl |
Message
Accept defaults the select OK (3) Use default message
Customized message Edit
Options

Browse, ..

] create package without extractor

[ (0] 4 ][ Cancel ] [ Help

No provision is made for a lost password. If a password is forgotten the encrypted information must be
recreated from its source.

4. Give the encrypted
package a new file name and
click on SAVE.

Save in: I@Text files j € [f B

Tip: You should change
the file name or the
previous pspack.exe (the
Pointsec default name for
a self-decrypting file) will
be overwritten if one
already exists

\

Iy Computer

3
by Me File: name:

Save as type: I",e:.;e j Cancel |
7
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5. This screen shows that a
package was created. Click

Pointsec Media Encryption

OK

6. This screen shows that a
package, called test.exe, has

been created.

\ll) The encrypted and compressed package has been successfully created,

Mame =

Size | Twpe

| Date Modified

lﬂ_]BEIEI Lcorp.doc
lﬂ_]etrust ezarmore, doc
Wfree software. doc
Bftp, doc

Ew] Readme_E3. Txt

r.;_w] Readme_14 Txk

E] Readme kKO, Txt

Ej Readme_3%, Txk

[Z] SIGMLIC. TRT
e,
lﬂ_]whitepaper wireless 502, doc
lﬂ_]wireless.dnc

% test.exe

Z7IKE  Microsoft Woard Doc. ..
GAKE Microsoft Word Do, ..
95 KB Microsoft Word Doc, ..
87 KB  Microsoft Word Doc. ..

35KE  Text Document
31 KB Text Document
32KE  Tewxk Document
31KE Texk Document

GKE Text Document

352 KB Microsoft Ward Doc. ..
157 KB  Microsoft Word Doc, ..
897 KE  Microsoft Woard Doc. ..

1,344 KE  Application

2/232004 10:37 AM
12/1j2003 1:55 PM
12/1}2003 11:32 AM
12/13/2005 8:17 AM
3/2/7005 5:00 PM
3/2/2005 5:00 PM
3/2j2005 5:00 PM
3/2j2005 5:00 PM
12/21]2004 4:40 AM
2/5/2004 4:05 M
3/11/2003 4:56 PM
4/30/2003 11:04 AM
12/4{2006 11:28 AM

o Anencrypted package can be burned to a CD or DVD with Roxio or copied to a

USB drive.

a Pointsec has a 2GB file size limit.
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4.0 ACCESSING DATA - FROM AN ENCRYPED PACKAGED

When encrypted media is received, insert or attach the media to the workstation to access the data
contained on the device. This section will explain how you will access encrypted package.

Table 3— Accessing Encrypted Data from an encrypted package.

e 0,
Explorer and sel et |

the CD drive in File Edit ‘“iew Faworites Tools  Help
order to display the . =
contents of the C}t?:ack TS ) - seareh || Foders | [352]-
encrypted CD. Address | L D)
Double click on Folders x| Mame =~ | Size | Type | Drate Modified |
the test.exe —
lication to start @. Desktop N %test 266 KB Application  10/1/2007 9:57 &M
application to Star =
the decryption El 4 My Computer
process. M4 3% Floppy (4:)
“e® Local Disk (C:)
Note: This it DVD-RAM Drive (D1}
example is for a <%, 5as2 on DevZ_swr' (@)

CD however these
same steps can be
followed for all
portable media.

Note: No provision is made for a lost password. If a password is forgotten the encrypted information
must be recreated from its source.

2. Enter the password. Poil:sec Media Encryption x|

Then click on OK.

Inauthorized ar improper uze of thiz information may result ;I
. it admiristrative digciplinary action and civil and criminal
NOTE: penaltiez. By continuing to wuze thiz information you

No provision is made for a indicate yaur awareness of and consent to these terms and
lost password If a conditionz of uze. - Pleaze enter the one-time password

. required to open the encropted package
password is forgotten the
encrypted information

must be recreated from its @ | :

source.
Ywieh Bemaote Help

W Create directany tree
[ Save long names in 8.3 format Cancel

=l
[ Dvenwite existing files

For more infarmation about Pointzec Media Encryption, wvizsit
hittp: £ Aaana, pointzec. com




POINTSEC MEDIA ENCRYPTION SOFTWARE (VERSION 1.0)

3. When the correct
password is entered, the
Pointsec Media Encryption
Wizard starts. Browse to
the drive and folder you
want the files decrypted
into. OK to continue.

Browse for Folder

Choose Direct%/

2%

) _t=eneric
_} _painksec
#2500 add drives

J 2350, server.manager
F-{5) 4600_Win2003 _docs

-5 adobe.7.Full

J castelle

J database-handbook,
-3 dikghost

m-5) DR_2003db

[+1..{~=% FTRirn

o]

El_ﬁ Dshivver on 'Deve_svriDatalUsers' (H:) ﬂ

) Add Drive o 4600 windows 2003

[

Cancel |

Confidential/Sensitive information must be placed in a secure location like a network drive with access
controls in place so that only people who have a need to see the data have access to it. Do not place
files on an unsecured network share drive or the local C:\ drive if data are confidential in nature.

0 Browse to the location specified — the files will be there and ready to access without
entering a password.

a The contents on the CD remain encrypted and should be properly labeled and stored in
a secure location. If the CD will not be needed, it should be properly destroyed, i.e.,

shredded.
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